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In today’s turbulent technological environment, it’s becoming increasingly crucial for companies to know
about the principle of least privilege. These organizations often have the best security software money can
buy, with equally developed policies with which to execute them, but they fail to take into account the
weakest link in their implementation: human nature. Despite all other efforts, people can sway from what
they should be doing.

Preventing Good People from doing Bad Things drives that concept home to business executives, auditors,
and IT professionals alike. Instead of going through the step-by-step process of implementation, the book
points out the implications of allowing users to run with unlimited administrator rights, discusses the
technology and supplementation of Microsoft’s Group Policy, and dives into the different environments least
privilege affects, such as Unix and Linux servers, and databases.  

Readers will learn ways to protect virtual environments, how to secure multi-tenancy for the cloud,
information about least privilege for applications, and how compliance enters the picture. The book also
discusses the cost advantages of preventing good people from doing bad things. Each of the chapters
emphasizes the need auditors, business executives, and IT professionals all have for least privilege, and
discuss in detail the tensions and solutions it takes to implement this principle. Each chapter includes data
from technology analysts including Forrester, Gartner, IDC, and Burton, along with analyst and industry
expert quotations.

What you’ll learn

Why unlimited administration rights are a bad thing●

Why least privileges is a good solution●

Effective implementation of least privileges●

Least privileges on Unix and Linux servers●

Issues with Microsoft's Group Policy●

Who this book is for

The audience is segmented into three separate categories, all of which are clearly addressed and weighed-in
on in each chapter: the auditor, the businessman, and the IT professional.

Auditor

The first segment are the information technology security auditors. They are the ones responsible for the
analysis of technical, physical, and administrative controls in the organization(s) whose security is in
question. Their work includes the auditing of data center personnel, computer equipment, all policies and
procedures, physical and environmental controls, and back-up procedures. Because their jobs so heavily rely
on established protocols for the protection of sensitive information, this segment of the market will find this



book a must-read. Their main concern is making sure the companies they are inspecting are in compliance
with regulations and are taking the appropriate measures to secure their information and the users accessing
them. They will learn how least privilege is the only way to fully satisfy government security regulations,
and it will give them necessary and cutting-edge information on how to correctly perform their jobs.

Businessperson

The second segment are the businesspeople. They are the ones who run the companies requiring least
privilege. These individuals are driven by the bottom line, and are ultimately concerned with spending and
returns on investment. While they may be interested in security and realize its importance, the motivation
behind any decisions is saving the company money. They need this book because it will clearly outline the
financial benefits of implementing least privilege. It will explain that, from a business point of view, least
privilege is the only way to eliminate the misuse of privilege and avoid the extensive costs of security
breaches, expensive audits, help desk costs, and costly hours of IT troubleshooting. They will read it and use
it as a reference as they prepare financially for a more secure IT environment.

IT Professional

The third and final segment are the IT professionals. They are the ones who appreciate security for security’s
sake. They understand the implications of a noncompliant environment. They are on the forefront of the
company’s information environment. They manage users and those users’ privileges. They download
applications, grant privileges t
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From reader reviews:

Gene Baker:

Now a day people that Living in the era wherever everything reachable by interact with the internet and the
resources in it can be true or not involve people to be aware of each data they get. How many people to be
smart in acquiring any information nowadays? Of course the correct answer is reading a book. Studying a
book can help men and women out of this uncertainty Information especially this Preventing Good People
From Doing Bad Things: Implementing Least Privilege book because this book offers you rich info and
knowledge. Of course the info in this book hundred pct guarantees there is no doubt in it you may already
know.

Dorothy Cropper:

Often the book Preventing Good People From Doing Bad Things: Implementing Least Privilege has a lot of
knowledge on it. So when you read this book you can get a lot of profit. The book was authored by the very
famous author. The author makes some research prior to write this book. This specific book very easy to read
you can find the point easily after reading this book.

Thelma Davis:

Do you really one of the book lovers? If yes, do you ever feeling doubt if you find yourself in the book store?
Aim to pick one book that you just dont know the inside because don't determine book by its protect may
doesn't work this is difficult job because you are scared that the inside maybe not while fantastic as in the
outside appearance likes. Maybe you answer is usually Preventing Good People From Doing Bad Things:
Implementing Least Privilege why because the excellent cover that make you consider concerning the
content will not disappoint a person. The inside or content is definitely fantastic as the outside or cover. Your
reading 6th sense will directly make suggestions to pick up this book.

Lori Gonzales:

The book untitled Preventing Good People From Doing Bad Things: Implementing Least Privilege contain a
lot of information on it. The writer explains your ex idea with easy means. The language is very simple to
implement all the people, so do certainly not worry, you can easy to read the item. The book was published
by famous author. The author provides you in the new time of literary works. You can easily read this book
because you can read on your smart phone, or gadget, so you can read the book with anywhere and anytime.
If you want to buy the e-book, you can open their official web-site and also order it. Have a nice go through.
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